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The possibility to attain the current position of the message sender without person’s consent se-
riously compromises the secrecy of correspondence. Classical communication systems cannot guar-
antee the security of communication against unwanted tracking, because the sender must broadcast
a signal to send a message. The source of the signal could be always located, at least in principle.
Quantum communication, as we show here, enables sending the massage by local manipulations
with pre-distributed entangled quantum systems and without transmitting any physical signal and,
therefore, secure the sender’s location.
PACS numbers: 03.67.Hk, 03.65.Ud
Application of quantum systems for communication
surpasses classical ways of exchanging information in its
security [1]. The fundamental no-cloning principle [2, 3]
on a par with probabilistic nature of quantum measure-
ments guarantee unconditional security of quantum com-
munication [4]. However, it has been never analyzed how
quantum communication changes the problem of posi-
tioning the message sender. Clearly, if the communi-
cation parties use single quantum systems, for example
photons, to communicate, the sender must broadcast a
signal to send a message and, therefore, could be located
by standard methods, such as triangulation. We show
that the use of quantum nonlocality [5], i.e. entangled
states, for communication dramatically change our abil-
ity to reveal sender’s location without her/his permission.
We present a family of simple protocols for transmitting
classical and quantum information, where the message is
sent by means of local manipulations and measurements
on pre-distributed entangled systems and series of on-
off detection events. In contrast to standard methods of
communication with entangled states [1], suggested pro-
tocols never require the sender to broadcast a physical
signal during the message transmission preventing any
possibility of unpermitted positioning.
In general, the exchange of information requires pre-
distribution of some communication resource between
partners, such as addresses, devises or physical systems.
Although during this exchange the location of the part-
ners is of no secret, the distribution of the physical re-
source does not contain any information about future
communication.
Suppose, the sender and the receiver, traditionally
named Alice and Bob, share a sequence of entangled
qubit pairs [4], so that each qubit pair is independent
from the others and is initially prepared in a Bell state
|ψ〉 = 1√
2
(|0a0b〉+ |1a1b〉) , (1)
where basis states |0i〉 and |1i〉 of the qubits i = a, b could
be associated with polarization states of photon.
Alice wants to send a message to Bob, but is unwill-
ing to reveal her location. Immediately after the distri-
bution of the entangled pairs Alice’s location is known
for Bob. In order to postpone the communication un-
til Alice’s location changes, the partners may store their
qubits in a quantum memory [6]. Alternatively, Alice
may request assistance from the third party – Charlie.
She may share entangled states with Charlie and ask him
to distribute independent entangled states with Bob and
to perform operation known as entanglement swapping
[7]. In this case, Alice and Bob share entangled states,
while they never directly communicated. Although Char-
lie may have some information about Alice’s location, it
is secret for Bob.
Having distributed the entangled qubit pairs, Alice
may start the communication at her convenience. Let
us assume first that Alice wants to send classical infor-
mation, i.e. a bit string. She measures first qubit from
her qubit sequence in {|0〉 , |1〉} basis obtaining binary
value 0 or 1 with equal probability. Alice’s action leads
to the collapse of the two-qubit wave function (1) and
the detection of the other qubit from the pair by Bob. If
they use the same basis (and we assume so), the results
of their measurements are identical and random. Let say
they obtained 0. The first measurement indicates the
beginning of data transmission to Bob. He broadcasts
publicly ’OK’ (confirming receiving the bit) and repeats
cyclically with some time interval t the names of two
operations: leave the result as it is (L) or invert it (I).
Depending on the value of the first bit in Alice’s message,
she chooses suitable moment of time to measure the sec-
ond qubit in her sequence giving Bob the answer what
to do with the first bit and sending the second random
bit at the same time (see Figure 1a). Bob acknowledges
receiving the second bit by broadcasting ’OK’. This indi-
cates to Alice that the transmission was successful. Any
detection event that does not fit timing of the intervals is
recognized as a mistake, which could appear, for example,
due to detectors noise or imperfections of the entangled
pairs. The time interval is to be chosen to ensure that
Alice receives Bob’s broadcast. Currently, it is possible
to distribute entangled systems in free space for distances
over 144 km [8]. Therefore, the time interval should be
at least t = 144/c ≈ 5 ∗ 10−4s, where c is the speed of
light. There is no need to take into account the speed of
the wave function collapse, because theory predicts it to
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2FIG. 1: Protocols for classical information transmission. Al-
ice and Bob share entangled qubit pairs. a. Alice measures
qubits in her qubit sequence at suitable time, sending Bob a
random bit sequence. Depending on the time of the detection
event, Bob knows what operation is to be performed on the
previous results of his measurements. b. Bob uses each sec-
ond entangled pair to confirm receiving the data instead of
the public broadcast.
be infinitely fast, while the recent experiment estimates
it to be faster then 103c [9].
The above protocol for classical information transmis-
sion could be modified to avoid Bob’s public broadcast
at all. During the stage of the entangled pairs distribu-
tion, Alice and Bob agree on the time interval t and the
order of operations they will count. After that, they or-
ganize their qubit sequences in blocks, so that each block
contains two entangled pairs. While Alice sends the first
bit of her message initiating the data transmission, Bob
responds by measuring the second qubit from the first
block. By doing this, Alice and Bob synchronize their
local watches and start counting. Subsequently, the first
qubit pair from each block is used by Alice to send the
message, while the second is used by Bob to confirm re-
ceiving the message (see Figure 1b). In this protocol
neither Alice nor Bob broadcast any signal during the
data transmission, i.e. they both preserve their locations
in secret.
The second protocol has lower transmission capacity
comparing to the first one: while one qubit pair per bit
is needed to communicate within the first protocol, two
qubit pairs per bit are used in the second. However, if the
second protocol is in use, there are very little demands on
the quality of the qubit pairs exploited by Bob, because
the communication parties do not utilize the results of
measurements on these qubits to send the message. In
case the distributed entangled pairs are corrupted by de-
coherence, Alice and Bob may apply the entanglement
distillation [10] to increase the amount of entanglement
in the first entangled pair from the block by reducing the
entanglement of the second pair from the same block.
General quantum information processing emerges the
necessity to transmit arbitrary quantum states instead of
classical bits. The first communication protocol should
be thus modified to allow Alice to send qubits. Alice and
Bob arrange their qubit sequences in blocks so that each
block contains two entangled pairs. Alice measures the
first qubit from the first block initiating the data trans-
mission and prepares this qubit in the state she wants to
transmit. After that she teleports [11] the state to Bob
using the second entangled pair from the first block.
To teleport an arbitrary qubit state |χ〉 to Bob, Alice
performs Bell measurement on the two-qubit system con-
sisting of this qubit |χ〉 and one qubit from the entangled
pair (1). Due to Alice’s action, Bob’s qubit (i.e. the other
qubit from the entangled pair) is instantaneously pro-
jected into one of four states |χ〉 , X |χ〉 , Z |χ〉 or XZ |χ〉,
where X and Z are the Pauli operators [4]. Alice must
inform Bob, which of the four unitary transformations
U1 = I, U2 = X, U3 = Z or U4 = ZX, where I – the
identity operator, he needs to perform on his state to
obtain the original qubit state |χ〉.
Detecting the first qubit from his qubit sequence, Bob
knows that the first quantum state is to be teleported.
He broadcasts the labels of four operations that could be
performed on the teleported state to obtain the submit-
ted state. Operating with the second block at suitable
time, Alice tells Bob what to do with the first teleported
qubit (see Figure 2).
Interestingly, the method of signalling by disentangling
qubit pairs is widely used in quantum interferometry [12].
For example in the classical experiment for quantum tele-
portation, Bouwmeester et al.used so-called trigger pho-
ton to indicate that a quantum state is under way [13].
However, the measurement of one of the qubits from an
entangled pair has never been used to send classical in-
formation about operations that need to be performed of
the results of the measurements.
The protocol for quantum information transmission
could be further improved to avoid Bob’s broadcast, in
the same way as the second protocol for classical informa-
tion transmission improves the first one. Alice and Bob
arrange their qubit sequences in blocks of three entan-
gled pairs: the first pair is used by Alice to signal Bob,
the second is spent for teleportation, while the third is
exploited by Bob to communicate back to Alice.
Although the suggested protocols ensure security of
the message sender’s location, the security of the trans-
mitted message is conditioned. Because it is generally
assumed that the third party, the eavesdropper typically
named Eve, can not directly access the results of Alice’s
and Bob’s measurements, the security of the transmitted
data fully relies on the security of the entangled pair dis-
tribution. To ensure the security of the latter, Alice and
3FIG. 2: The protocol for quantum information transmission.
Alice uses two qubit pairs to send a quantum state: one qubit
pair – for signalling Bob, the other for teleportation. Each
detection event tells Bob what to do with previously received
state.
Bob could perform standard methods for quantum error
correction and security amplification on the entangled
states during the stage of their distribution [4]. If, nev-
ertheless, Eve succeeds to access n random qubit pairs,
for example, by entangling her probe with the entangled
states shared by Alice and Bob, she could get at most
n/4 (qu-)bits of the message, in case of the communica-
tion by the first protocol for classical data transmission
and the protocol for quantum information transmission;
and up to n/8 bits, if Alice and Bob use the second pro-
tocol for classical data transmission. Eve gets such a
small portion of information, because only the event of
the next (qu-)bit transmission makes the previous result
meaningful. Eve gains maximal information about the
message, if she access n qubit pairs in a row. This type
of intrusion, however, causes serious disturbance of the
continuous sequence of the intercepted entangled pairs,
which could be easily detected by the authorized partners
during the distribution of the entangled pairs.
In spite of their conceptual simplicity, practical imple-
mentation of the suggested protocols may be challenging
with current technologies. Although pre-distribution of
the perfect entangled pairs, which are pre-requisite for
the protocols, could be accomplished by entanglement
purification and entanglement distillation protocols [10],
it is difficult to preserve the entangled pairs till the com-
munication, because of absence of high efficiency quan-
tum memory. Nevertheless, rapid development of quan-
tum technologies suggest that such a quantum memory
may be available in the nearest future [6].
The secrecy of correspondence is very intimate issue in
the modern world. To date, the presented protocols are
the only communication protocols that physically guar-
antee the security of the message sender’s location and
may offer, at the same time, the secure data transmission.
The combination of both mentioned factors manifests a
new goal of quantum communication – the complete se-
crecy of correspondence.
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